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EU significance of whistleblowers in misconduct detection

Sources of information about misconduct

Whistleblowers’ tip

40%

Internal Audit

Coincidence
Other

Source: ACFE, Report to the Nations, April 2018 r.
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Half of the recorded cases
is reported by employees

15%

13%

Management’s review

Misconduct is most often
detected by information
provided by
whistleblowers

7%
25%

Companies that have
introduced control
mechanisms detect
fraud 48% faster and
their losses are 40%
lower.

58%

32%

of employees are concerned
about the consequences
if irregularities are reported.

of employees believe
that unethical behaviour
is tolerated if it is committed
by senior or top-performing
employees.

70% of board members agree
with this opinion

34% of board members agree
with this statement

Source: Global Integrity Report 2020, EY, June 2020
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01
EU Whistleblowing
Directive
- scope and
requirements

The Directive introduces common minimum standard

02

03

Confidential
whistleblowing
channels

7 days for confirmation
the notification has
been placed

Ombudsperson
or a dedicated
team to take
follow up actions

Due care in
follow up actions

3 months
for providing feedback
to whistleblowers

Transparent
and approachable
information regarding
whistleblowing policies
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The purpose
of the Directive
is to protect
whistleblowers
against
retaliation

01
EU Whistleblowing
Directive
- scope and
requirements

The obligations become mandatory for large enterprises in December 2021

Time to adopt the Directive is now.

02

03

Dec. 12th 2019

Dec. 17th 2021

The Directive
goes in effect for entities
with over 250 employees

The Directive
goes live

04

EU Member countries
adopt local legislation
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Dec.17th 2023

The Directive
goes in effect for entities
with over 50 employees

01
EU Whistleblowing
Directive
- scope and
requirements

A whistleblower...

Is a person who acquired information on breaches in a work-related context, i.e.

02

03

04

•
•
•
•
•

employees

•
•
•
•
•

volunteers and paid or unpaid trainees

self-employed individuals

freelancers and consultants
vendors and suppliers
any persons working under the supervision and direction of
contractors, subcontractors and suppliers
job candidates

External
reports

ex-employees
shareholders
persons in managerial bodies

The measures for the protection may also apply
to third persons who are connected with the
reporting persons, such as colleagues or
relatives of the reporting persons
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Internal
reports

Public
information

01
EU Whistleblowing
Directive
- scope and
requirements

Zero tolerance to retaliation

The Directive prohibits any form of retaliation against whistleblowers and contains an (open) catalogue
of prohibited activities, i.e:

02

03

A

B

C

D

Suspensions, compulsory
unpaid leave, dismissal
or equivalent measures

Demotion, suspension
of promotion or trainings

Transfer of duties, change
of workplace, reduction
of remuneration, change
of working hours

Blacklisted on the basis of an
informal or formal sectoral or
industry agreement, which
means that the person
concerned will not find
employment in the sector or
industry in question in the future

E

F

G

H

Negative evaluation of
results or negative opinion
about the employee

The imposition
or application of any
disciplinary, reprimand
or other penalty, including
financial

Coercion, intimidation,
harassment or exclusion
in the workplace,
discrimination,
unfavourable or unfair
treatment

Damage, including damage
to a person's reputation
(especially through social
media) or financial losses,
including economic loss
and loss of income

Non-extension or early
termination of a fixed-term
employment contract

04
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01
EU Whistleblowing
Directive
- scope and
requirements

Sanctions

For non-compliance with the Directive, Member States shall provide penalties which are:

02

03
effective

proportionate

dissuasive

04
Member States shall provide penalties especially to natural or legal persons that hinder or attempt to
hinder reporting or retaliate against whistleblowers
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01

Where to begin?

02
Implementation
of the Directive
- key items to consider

Awareness

Diagnosis

Knowledge of the
consequences of the
Directive

Where we are in relation
to the requirements of
the Directive

Action plan

Resources

Plan next steps
(deployments)

Securing internal and
external support

03

04
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01

The number of external whistleblowers is growing

In the US, the number of reports
reported within the organization
decreased by 7.1% in 2020 compared to
the previous year. Potential causes:

02

03
Most common
challenges,
oopportunities
and risks

01 |

redundancies, leaves and closures

02 |

workers' fear of retaliation during
economic uncertainty

03 |

sens of isolation and lack of
identification with the employer

At the same time, the number of reports
addressed directly to government
agencies has increased.
The U.S. Securities and Exchange
Commission's reporting program
received 6,900 reports in 2020,
the most since 2011 (!)

04
The challenge for today: involving remote employees in building a culture of compliance,
mission and the organization values through surveys, training and information programs
will require more time and funding.
Source: Reports on Corporate Ethics Hotlines Fell in 2020 - WSJ

11

01

Key business challenges

The main challenge facing an organization implementing whistleblowing systems
is the building compliance culture

02

03
Most common
challenges,
oopportunities
and risks

Adapting channels to the
specifics of an organization
and business reality

Communication and
promotion of the reporting
system

Anonymity and providing
feedback

Pre-verification of
applications

04
Conduct of investigations
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3 months to provide
feedback on follow-up

Practical aspects of
whistleblower protection

Implementation of followup and corrective actions

01

Additional market challanges

02

90%

of respondents
believed that
COVID-19 posed
risk to doing
business ethically *

03
Most common
challenges,
oopportunities
and risks

Main risks*

04

01| Disruption of traditional work models, remote
operation – 33%
02| Interruption of supply chains– 28%

03| Benefit and pay cuts - 24%
04| Reducing employment – 22%
* Source: Global Integrity Report 2020, EY, June 2020
**Source: Survey at „Compliance Week” in response to COVID-19 pandemic, 31 March 2020
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85%

of respondents
confirmed that
management and
compliance monitoring
has become more
difficult since the
pandemic began **

01

02

“
I have another name
for what they're terming
whistleblowers,
and that's righteous heroes.
(…) They're people of
conscience who are
unwilling to turn a blind eye
to the crimes (…)

03

04
Interactions with
whistleblowers
– war stories
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Tom Morello

Happy to talk

Mariusz Witalis

Jarosław Grzegorz

Partner
Forensic & Integrity Services

Associate Partner
Forensic & Integrity Services

Mariusz.Witalis@pl.ey.com

Jaroslaw.Grzegorz@pl.ey.com

Stay tuned
ey.com/pl/dyrektywa-sygnalisci
ey.com/pl/serwis-audytorow-sledczych
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Legislation [1/2]

#

SCOPE

EU WHISTLEBLOWING DIRECTIVE

DODD-FRANK / SEC Whistleblower Program

1.

Whistleblower

A natural person who reports or publicly discloses information on
breaches acquired in the context of his or her work-related
activities, including contractors, subcontractors, suppliers and
other third parties.

An “eligible whistleblower” is a person who voluntarily provides
the SEC with original information about a possible violation of the
federal securities laws that has occurred, is ongoing, or is about
to occur.

Above mentioned “information on breaches” means information,
including reasonable suspicions, about actual or potential
The information provided must lead to a successful SEC action
breaches, which occurred or are very likely to occur in the
resulting in an order of monetary sanctions exceeding $1 million.
organization in which the reporting person works or has worked or
in another organization with which the reporting person is or was
in contact through his or her work, and about attempts to conceal
such breaches.
2.

Protection
against
retaliation

It prohibits any form of retaliation against whistleblowers,
regardless of the reporting channel.

Consistent with the Supreme Court’s ruling in Digital Realty Trust,
Inc. v. Sommers, to be entitled to retaliation protection under the
Dodd-Frank Act, an individual must report his or her information
to the SEC and must do so in writing.

3.

Anonymity

The Directive allows each EU member state to decide whether
reporting may or may not be anonymous.

An whistleblower may remain anonymous.
An anonymous whistleblower must be represented by an attorney
who must certify to the SEC that he/she has verified the
whistleblower’s identity
Prior to receiving any award, the whistleblower’s identity must be
verified by the SEC.
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Legislation [2/2]

#

SCOPE

EU WHISTLEBLOWING DIRECTIVE

DODD-FRANK / SEC Whistleblower Program

4.

Internal
reporting
priority

Whistleblowers can choose between internal and external
reporting channels depending on the individual circumstances of
the case.

Under Dodd-Frank, employees may choose to report directly to
federal regulators before internal reporting.

However, according to Directive, EU member states shall
encourage reporting through internal reporting channels before
reporting through external reporting channels.
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However, Dodd-Frank includes incentives for whistleblowers to
first report potential violations internally.
For example a whistleblower’s voluntary participation in an
entity’s internal compliance and reporting systems is a factor that
can increase the amount of an award, and that a whistleblower’s
interference with internal compliance and reporting system is a
factor that can decrease the amount of an award.

5.

Reward

No

The Dodd-Frank Act allows financial rewards from the SEC for
whistleblowing.

6.

Follow-up
actions

Obligatory feedback within 7 days and 3 months.

The SEC is not obliged to respond to a whistleblower’s complaint,
and operates with considerable latitude with respect to the pace
and scope of its investigation

7.

Sanctions

EU member state to decide about sanctions.

Dodd-Frank created a private right of action that gives
whistleblowers the right to file a retaliation complaint in federal
court.
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